BUSCOMONZEFI.COM- PERSONNEL POLICY AND PROCEDURE

Computer Usage Policy
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STATEMENT OF PURPOSE

Buscomonzefi.com relies on its computer network to conduct its business.  To ensure that its employees, independent contractors, agents and other computer users use its computer resources properly Buscomonzefi.com has established this computer usage policy.  The computer system is the property of Buscomonzefi.com.  It is for authorized use only.  Users (authorized or unauthorized) have no explicit or implicit expectation of privacy.  Unauthorized or improper use of this system may result in administrative disciplinary action and civil and criminal penalties.  By continuing to use the computer system, the user indicates his/her awareness of and consent to these terms and conditions of use.  By “logging in” the user accepts the conditions stated within the Legal notice that appears on the computer screen and is addressed in this policy.  At all times, the users have the responsibility to use computer resources in a professional, ethical, and lawful manner.  

Allowed Use of Computer System

The computer system is the property of the Buscomonzefi.com and may only be used for approved purposes.  Users are permitted access to the computer system to assist them in the performance of their jobs.  It may not be used for personal business.   Users may not deliberately perform acts that waste computer resources or unfairly monopolize resources to the exclusion of others.  These acts include, but are not limited to, sending mass mailings or chain letters, subscribing to non-business-related list servers and mailing lists, spending excessive amounts of time on the Internet, playing games, engaging in online “chat groups”, surfing or researching the Internet for non-business related purposes, printing multiple copies of documents from the Internet or otherwise creating unnecessary network traffic.  The installation of computer software packages is absolutely prohibited unless approved by the Senior Management. Requests to have any such software installed should be submitted by your Department Head.

In using the computer system, a user must adhere to all policies, guidelines, and procedures including, but not limited to:  the ethical and legal use of software, and the ethical and legal use of administrative data.  The equipment covered under this policy includes company-provided computers and laptops, Blackberry’s and other equipment that may be utilized outside of the office.
INTERNET & INTRANET E-MAIL USAGE

Buscomonzefi.com maintains an electronic mail system.  This system is provided by Buscomonzefi.com to assist in the conduct of business within the company. The electronic mail system hardware is Buscomonzefi.com property.
Buscomonzefi.com has established a policy with regard to access and disclosure of electronic mail messages created, sent or received by Buscomonzefi.com employees using the Buscomonzefi.com's electronic mail system.  Buscomonzefi.com intends to honor the policies, but reserves the right to change them at any time as may be required under the circumstances.

Acceptable Use of E-Mail

The use of the electronic mail system is reserved solely for the conduct of business at Buscomonzefi.com.  It may not be used for personal business.   Additionally, all messages composed, sent, or received on the electronic mail system are and remain the property of Buscomonzefi.com.  They are not the private property of any employee and the employee has no right of privacy in communications sent or received via personal web-based email accounts on company equipment.  Therefore, employees should never regard such communications as personal or private and should avoid sending any communication that might be of a personal nature.

Prohibited Use of E-Mail

The electronic mail system is not to be used to create any offensive or disruptive messages.  Among those which are considered offensive, are any messages which contain sexual implication, racial slurs, gender-specific comments, or any other comment that offensively addresses someone's age, sexual orientation, religious or political beliefs, national origin, or disability.

Employees shall not use a code, access a file, or retrieve any stored information, unless authorized to do so.  Employees should not attempt to gain access to another employee's messages without the latter's permission.  All computer pass codes must be provided to supervisors.  No pass code may be used that is unknown to Buscomonzefi.com.

The electronic mail system shall not be used to send (upload) or receive (download) copyrighted materials, trade secrets, proprietary financial information, or similar materials without prior verbal authorization of a Department Head. Any communication-intensive activities such as large file transfers and mass e-mailings must be authorized by Senior Management and should be scheduled for off peak hours (before 9:00 AM and after 4:00 PM).   Since these communications require significant storage space, these types of files may not be downloaded unless they are business-related.  All files that are downloaded must be scanned for viruses and other destructive programs.

The e-mail system may not be used to broadcast a bulletin to all employees unless prior authorization is obtained from the user’s immediate supervisor.  The electronic mail system may not be used to solicit commercial ventures, religious or political causes, outside organizations, or other non-job-related solicitations.

One of the more common Internet e-mail scams is called “Phishing”.  This is an Internet e-mail campaign that targets a broad range of recipients.  The message sent usually request sensitive information from the end user, such as user ID and password, social security number, account number, etc.  The fraudulent sender is “fishing” for information.  These types of scams are not difficult to arrange, and some e-mails are very authentic looking.  Sensitive information should never be supplied in this manner.  An individual should take the following actions when using internet e-mail:

· Never supply sensitive information whether it is personal or confidential
· Links contained in an e-mail received from an unknown source should not be trusted, since it could lead an end user to an unsafe site that looks genuine, but is used as a way to collect sensitive information.

· Only access a website by typing the known URL into the browser’s address bar. This is the safest way to gain access. Do not click on any website address in the e-mail and do not reply to the e-mail.

· If you have any questions about an e-mail that is sent by a known source to you, contact them at the customer service number that you have for that company.  Do not use any information within the suspicious e-mail.

· If you receive such an e-mail, report it by forwarding the e-mail to the following e-mail addresses:

· uce@ftc.gov




Federal Trade Commission

· reportphishing@antiphishing.org

Anti-Phishing Working Group

· Jpatel15@me.bergen.edu


Senior Vice-President/Head of Security



INTERNET USAGE

Access to the Internet will be provided to employees who have a legitimate business need which benefits Buscomonzefi.com and its customers.   Every employee has a responsibility to maintain and enhance the company’s public image and to use the Internet in a productive manner.  

Acceptable Use of the Internet

Employees accessing the Internet are representing Buscomonzefi.com.  All communications should be for professional reasons.  Employees are responsible for seeing that the Internet is used in an effective, ethical and lawful manner.

Each employee using the Internet facilities of the company shall identify himself or herself honestly, accurately and completely (including one’s company affiliation and function, where requested) when participating in chats or newsgroups, or when setting up accounts on outside computer systems. Limited usage of Internet Relay Chat channels may be used to conduct official company business or to gain technical and analytical advice.  Databases may be accessed for information as needed.

Prohibited Use of the Internet

Buscomonzefi.com prohibits the use of the Internet to commit infractions such as misuse of company assets or resources, sexual harassment, unauthorized public speaking and misappropriation or theft of intellectual property.  

Each employee is responsible for the content of all text, audio or images that they place or send over the Internet.  Fraudulent, harassing or obscene messages are prohibited.  All messages communicated on the Internet should have the employee’s name attached to identify the origin of any message.  Information published on the Internet should not violate or infringe upon the rights of others.  No abusive, profane or offensive language may be transmitted through the system.  Please refer to the “Social Networking” policy for further information.
The downloading of programs or executable files (e.g., files ending in “.exe”) may cause harm to an employee’s computer and to the Buscomonzefi.com’s computer system.  Therefore, users should not download any such programs with which they are unfamiliar.
The Internet should not be used for personal gain or advancement of individual views.  Solicitation of non-company business or any use of the Internet for personal gain is strictly prohibited.  Use of the Internet must not disrupt the operation of the company network or the networks of other users.  

Chats and newsgroups are public forums where it is inappropriate to reveal confidential company information, customer data, trade secrets and any other material covered by existing company secrecy policies and procedures.  Employees releasing protected information will be subject to disciplinary action including possible termination. 

Management and Administration

Buscomonzefi.com has software and systems in place that can monitor and record all Internet usage.  The security systems are capable of recording (for each and every user) each Internet site visit, each chat, newsgroup or e-mail message and each file transfer into and out of our internal networks and we reserve the right to do so at any time.  No employee should have any expectation of privacy as to his or her Internet usage.  Managers have the responsibility to review Internet activity and analyze usage patterns, and they may choose to publicize this data to assure that company Internet and e-mail resources are devoted to maintaining the highest levels of productivity.  Buscomonzefi.com reserves the right to inspect any and all files stored in private areas of our network in order to assure compliance with policy.

APPROVAL FOR INTERNET AND E-MAIL ACCESS

Buscomonzefi.com will limit Internet and e-mail access to those employees who demonstrate a legitimate business need.  Access is provided based on the particular requirements of the job performed by the employee as determined by the Department Head.  Internet access will be limited to certain sites as determined by the Senior Management. Once approval is given, Human Resources will add the access to the employee’s computer profile. 

SECURITY & BACKUP STANDARDS

Buscomonzefi.com has installed a variety of firewalls, Internet address screening programs and other security systems to assure the safety and security of Buscomonzefi.com’s networks.  Only those Internet services and functions with documented business purposes for Buscomonzefi.com will be enabled to the Internet site.  PC applications are subject to Buscomonzefi.com audit controls for backup and security.  Any employee who attempts to disable, defeat or circumvent any Buscomonzefi.com security facility will be subject to discipline, up to and including discharge.  The following standards apply:

Data Security

Files that are transferred in any way across the Internet should not be confidential.  Sensitive files should be stored on the network.  Password protection should be utilized when appropriate.  Not every application requires a password.  When passwords are warranted, they should be reviewed with supervisors.  Only authorized users should be given these passwords.  Once a user has gained access to a system or a file he/she should not leave the terminal unattended.  More than one password may be needed to gain access depending on the authority of each employee working with the data.  Passwords should be changed on a periodic basis and must be changed after each instance of employee turnover.  Passwords are to be kept confidential. 

Where many employees (including temporary employees) have access to personal computers, it is the responsibility of management to set their own controls over the PC environment.

Computer Viruses

A virus is any program deliberately designed to disrupt normal operations and/or damage data in a computer system.  Any file that is downloaded from the Internet must be scanned for viruses before it is run or accessed. In order to protect Buscomonzefi.com’s data from programs of this type the following guidelines are to be followed:

· All software downloaded from the Internet to Buscomonzefi.com’s PCs must come from either established firms or services that are approved by the Senior Vice President, Information Systems.

· All external devices taken home or outside Buscomonzefi.com must be virus checked when brought back to the office. This includes anything that is downloaded from the Internet at home and brought into the office.

· If software updates or new software is received in your department and you do not have virus software, forward those to the Security Department.

· Any device originating from a source outside of Buscomonzefi.com must be virus checked before use on Buscomonzefi.com’s computers.

· Use only Buscomonzefi.com approved software on all systems. 

VIOLATION OF COMPUTER USAGE POLICY

Buscomonzefi.com’s goal in establishing this Policy is to ensure that all of its employees are treated professionally and appropriately in their work environment.  In striving for that goal, Buscomonzefi.com management reserves the right to consider all relevant factors and to exercise its discretion in addressing potential or actual abuse or questionable use.  The rules and obligations described in this policy apply to all users of Buscomonzefi.com’s computer network, wherever they may be located.  Violations will be taken very seriously and may result in disciplinary action, including possible termination of employment.  Factors in determining whether disciplinary or other action is appropriate include but are not limited to the nature of the website, the reason for the access or use, and the visibility and accessibility of an employee’s workstation to co-workers.  If an employee is found to have violated this policy, disciplinary action will follow the procedure outlined in our Job Performance and Conduct Policy.

Any employee who discovers a violation of this policy shall notify Fatjona Coti, Vice President-Senior Manager, Human Resource.














A. Nelson

